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The challenges

Fact Solution

50% of PCs 
are mobile.

70% of 
malware is 

unique to every 
organization.

82% of workers 
admit they don’t 
always use VPN 

connections.

49% of the 
workforce is 
mobile and 

undefended.

22% of 
malicious email 
links are clicked 
when roaming.

23% of 
organizations 

have vulnerabilities 
dating back to 

2011.

25% of traffic 
is missed by 

NGFWs.
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Your customers need to protect their 
workforce—no matter where or how they 

access the network.

Cisco Umbrella cloud security complements 
existing security measures by providing 

insight into the connections and relationships 
between networks on the internet—and 
enforces this insight at the DNS layer.

To stop advanced threats earlier and extend network perimeters to 
protect employees and devices—no matter where users go—use  

Cisco Umbrella.

Threat The response
Attackers command and control traffic to 
communicate to malicious infrastructure.

By blocking threats at the DNS layer from 
the cloud, Cisco Umbrella protects users 

from accessing malicious domains, IPs and 
URLs—even when the VPN is off.

The Cisco Umbrella advantage

Fast  
and reliable 

DNS

65+ million 
daily active 

users

80 billion 
daily internet 

requests

80 million 
daily malicious 

requests 
blocked

7 million  
total malicious 
destinations 

enforced

3 million 
new domain 

names 
discovered 

daily

60,000+ 
malicious 

destinations 
ID’d daily 100% 

uptime 
since 2006

100%  
visibility into 

internet activity 
across  

all devices,
all locations,

all users 

With Cisco Umbrella, you can:
 » Stop phishing and malware infections earlier

 » Identify already-infected devices faster

 » Prevent data exfiltration 

 » Provide an effective security platform that is: 

• Open
• Automated
• Simple to use

Why Cisco Security?
 » Fastest time to detection* [2016 NSS Labs BDS Test Report]

 » 100% breach detection rate* [Ibid]

 » 87% faster TTD [time to detection] than industry standard [Ibid]

 » 19.7 million threats a day blocked by Talos [industry-leading 
threat intelligence team]

Next steps
 » To protect your customers’ users—whether 

inside or outside the VPN—contact your 
Ingram Micro Cisco team today and learn how 
Cisco’s Umbrella solution can increase their 
network security.

Over 12,000 
businesses rely on 
Cisco Umbrella to 
stop threats faster. 

Here’s why:
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